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Soundness:
Conservative approximation: the analysis captures all program behaviors,
or the analysis result models all possible executions of the program
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Hard Language Features for Static Analysis

• Java
Reflection, native code, dynamic class loading, etc.

• JavaScript
eval, document object model (DOM), etc.

• C/C++
Pointer arithmetic, function pointers, etc.

Hard-to-analyze features: an aggressively conservative
treatment to these features will likely make the analysis
too imprecise to scale, rendering the analysis useless

Yue Li @ Nanjing University



… As a Result

• Generally, a claimed sound static analysis has a sound core in its
implementation, i.e., most language features are over-approximated
while some specific and/or hard ones are under-approximated

• Not handling certain hard language features properly, e.g., Java
reflection, may have a profound impact on analysis results

• Treatments to hard language features are usually omitted or only
mentioned in an off-hand manner in some impl/eval parts in papers
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• Generally, a claimed sound static analysis has a sound core in its
implementation, i.e., most language features are over-approximated
while some specific and/or hard ones are under-approximated

• Not handling certain hard language features properly, e.g., Java
reflection, may have a profound impact on analysis results

Then claiming soundness in papers may mislead readers:
• For non-experts, they may erroneously conclude that the analysis is

sound and confidently rely on the analysis results
• For experts, it is still hard for them to interpret the analysis results

(how sound, fast, precise is the analysis) without a clear explanation
about how they treat those important and hard language features

Yue Li @ Nanjing University

• Treatments to hard language features are usually omitted or only
mentioned in an off-hand manner in some impl/eval parts in papers
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Soundiness

2015

A soundy analysis typically means that the analysis is mostly sound, with 
well-identified unsound treatments to hard/specific language features

Yue Li @ Nanjing University

Truthiness: a "truth" that sb. believes to be true 
intuitively, without any fact or evidence



Soundness, Soundiness and Unsoundness

• A soundy analysis aims to capture all dynamic 
behaviors with certain hard language features
unsoundly handled within reason

• A sound analysis requires to capture all dynamic
behaviors

• An unsound analysis deliberately ignores certain
behaviors in its design for better efficiency,
precision or accessibility

Yue Li @ Nanjing University



Why hard language features
are hard to analyze?

• Java Reflection

• Native Code
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The notorious feature of Java
for static analysis

re re re … reflection!
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• “Reflection makes it difficult to analyze statically.” [1]

• “In our experience [4], the largest challenge to analyzing 
Android apps is their use of reflection.” [5]

• “Static analysis of object-oriented code is an exciting, ongoing
and challenging research area, made especially challenging
by dynamic language features, a.k.a. reflection.” [2]

• “Reflection usage … make it very difficult to scale points-to 
analysis to modern Java programs.” [3]

[1] Rastogi et al. DroidChameleon: evaluating Android anti-malware against transformation attacks. Asia CCS’13.

[4] Ernst et al. Collaborative Verification of Information Flow for a High-Assurance App Store. CCS’14.
[5] Barros et al. Static Analysis of Implicit Control Flow: Resolving Java Reflection and Android Intents. ASE’15.

[2] Landman et al. Challenges for Static Analysis of Java Reflection: Literature Review and Empirical Study. ICSE’17
[3] WALA. IBM T.J. Watson Libraries for Analysis

Open Hard Problem

Yue Li @ Nanjing University



Java Reflection

Class Person {
String name;
void setName(String nm) {…};

}

Person p = new Person();
p.setName(“John”);
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Class Person {
String name;
void setName(String nm) {…};

}

Person p = new Person();
p.setName(“John”);

Class c = Class.forName(“Person”);
Method m = c.getMethod(“setName”, …);

Object p = c.newInstance();
m.invoke(p, “John”);

Field f = c.getField(“name”);

f.set(p, …);    s = (String) f.get(p);
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Why We Need to Analyze Java Reflection
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Class c = Class.forName(cName);
Method m = c.getMethod(mName, …);
A a = new A();
m.invoke(a, …);

Call Graph Edge

method 1

method 2

method 3

Bug
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Class c = Class.forName(cName);
Method m = c.getMethod(mName, …);
A a = new A();
m.invoke(a, …);

Call Graph Edge

method 1

method 2

method 3

Bug

Field f = c.getField(“fld”);B b = new B();

a.fld = b;

B b’ = (B) a.fld;

f.set(a, a);  // a.fld = a

Not Safe
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How to Analyze Java Reflection?

Reflection Analysis for Java (APLAS 2005)
Benjamin Livshits, John Whaley, Monica S. Lam. Stanford University

• String Constant analysis + Pointer Analysis

Yue Li @ Nanjing University



Class c = Class.forName(cName);
Method m = c.getMethod(mName, …);

Field f = c.getField(fName);

String cName = “Person”;
String mName = “setName”;
String fName = “name”;
… …

… …
m.invoke(p, …);

• String Constant analysis + Pointer Analysis

How to Analyze Java Reflection?
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• String Constant analysis + Pointer Analysis

How to Analyze Java Reflection?

• Configuration files
• Internet
• Command lines
• Complex string

manipulations
• Dynamically generated
• Encrypted
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Reflection Analysis for Java (APLAS 2005)
Benjamin Livshits, John Whaley, Monica S. Lam. Stanford University

How to Analyze Java Reflection?

• String Constant analysis + Pointer Analysis

• Type Inference + String analysis + Pointer Analysis
Self-Inferencing Reflection Resolution for Java (ECOOP 2014)
Yue Li, Tian Tan, Yulei Sui, Jingling Xue. UNSW Sydney

Yue Li @ Nanjing University



When string arguments cannot be resolved statically,
infer the reflective targets at their usage points!

Yue Li @ Nanjing University



• Type Inference + String Analysis + Pointer Analysis

How to Analyze Java Reflection?
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• Type Inference + String Analysis + Pointer Analysis

How to Analyze Java Reflection?

Creation Point
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✓Usage point

• Type Inference + String Analysis + Pointer Analysis

How to Analyze Java Reflection?
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✓Usage point

• Type Inference + String Analysis + Pointer Analysis

How to Analyze Java Reflection?

The reflective target method at line 175 must have one parameter and its
declared type must be FrameworkCommandInterpreter or its sub/supertypes

Creation Point
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✓Usage point

• Type Inference + String Analysis + Pointer Analysis

How to Analyze Java Reflection?

Creation Point

Infer 50 reflective target methods and 48 methods are true!

Yue Li @ Nanjing University

The reflective target method at line 175 must have one parameter and its
declared type must be FrameworkCommandInterpreter or its sub/supertypes



• Type Inference + String Analysis + Pointer Analysis

How to Analyze Java Reflection?

Understanding and Analyzing Java Reflection (TOSEM 2019)
Yue Li, Tian Tan, Jingling Xue

Introduce more advanced handlings
Yue Li @ Nanjing University



Reflection Analysis for Java (APLAS 2005)
Benjamin Livshits, John Whaley, Monica S. Lam. Stanford University

How to Analyze Java Reflection?

• String Constant analysis + Pointer Analysis

• Type Inference + String analysis + Pointer Analysis
Self-Inferencing Reflection Resolution for Java (ECOOP 2014)
Yue Li, Tian Tan, Yulei Sui, Jingling Xue. UNSW Sydney

Taming reflection: Aiding static analysis in the presence of reflection
and custom class loaders (ICSE 2011)
Eric Bodden, Andreas Sewe, Jan Sinschek, Hela Oueslati, Mira Mezini. Technische Universität Darmstadt

• Assisted by Dynamic Analysis

Yue Li @ Nanjing University



Why hard language features
are hard to analyze?

• Java Reflection

• Native Code
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What Happens When Print in Java?

public static void main(String[] args) {
System.out.println(“Hello World”);

}

MyHello.java:
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What Happens When Print in Java?

public static void main(String[] args) {
System.out.println(“Hello World”);

}

MyHello.java:

https://luckytoilet.wordpress.com/2010/05/21/how-system-out-println-really-works
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What Happens When Print in Java?

public static void main(String[] args) {
System.out.println(“Hello World”);

}

private native void writeBytes(byte b[],
int off, int len) throws IOException

MyHello.java:

java.io.FileOutputStream.java:

Java

https://luckytoilet.wordpress.com/2010/05/21/how-system-out-println-really-works
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What Happens When Print in Java?

public static void main(String[] args) {
System.out.println(“Hello World”);

}

private native void writeBytes(byte b[],
int off, int len) throws IOException

MyHello.java:

java.io.FileOutputStream.java:

FileOutputStream_md.c

JNIEXPORT void JNICALL
Java_java_io_FileOutputStream_writeBytes(JNIEnv *env,

jobject this, jbyteArray bytes, jint off, jint len) {
writeBytes(env, this, bytes, off, len, fos_fd);

}

Java
C
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What Happens When Print in Java?

public static void main(String[] args) {
System.out.println(“Hello World”);

}

private native void writeBytes(byte b[],
int off, int len) throws IOException

MyHello.java:

The further code is platform dependent

java.io.FileOutputStream.java:

FileOutputStream_md.c

JNIEXPORT void JNICALL
Java_java_io_FileOutputStream_writeBytes(JNIEnv *env,

jobject this, jbyteArray bytes, jint off, jint len) {
writeBytes(env, this, bytes, off, len, fos_fd);

Linux: os:write (c++) Windows: WriteFile (c)

}

Java
C

https://luckytoilet.wordpress.com/2010/05/21/how-system-out-println-really-works
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Java Native Interface (JNI)

• What is JNI?

• Why we need JNI?
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Java Native Interface (JNI)

• What is JNI?

• Why we need JNI?

A function module of JVM which allows interoperation between
Java and Native code (C/C++)

Java App & Lib JVM JNI Native App & Lib

.class .dll / .so

Host PlatformWindows/Linux/…
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Java Native Interface (JNI)

• What is JNI?

• Why we need JNI?

A function module of JVM which allows interoperation between
Java and Native code (C/C++)

Java App & Lib JVM JNI Native App & Lib

.class .dll / .so

Host PlatformWindows/Linux/…

• Need platform dependent features (interoperate with OS)

• Reuse existing libraries (mostly written in C/C++)

Yue Li @ Nanjing University



Why Native Code is Hard to Analyze?

public static void main(String[] args) {

public class JNIExample {
static { System.loadLibrary(“GuessMeLib”); }
private native Object guessMe();

JNIExample je = new JNIExample();
Object obj = je.guessMe();
… …

}
}

jmethodID constructor = (*env)->GetMethodID(env, clz, “<init>”, “()V”);

# include <jni.h>
JNIEXPORT jobject JNICALL Java_JNIExample_guessMe(JNIEnv *env, jobject obj) {

jclass clz = (*env)->FindClass(env, “JNIExample”);

return (*env)->NewObject(env, clz, constructor);
}

GuessMeLib.so

Java
C

Yue Li @ Nanjing University
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Why Native Code is Hard to Analyze?

public static void main(String[] args) {

public class JNIExample {
static { System.loadLibrary(“GuessMeLib”); }
private native Object guessMe();

JNIExample je = new JNIExample();
Object obj = je.guessMe();
… …

}
}

jmethodID constructor = (*env)->GetMethodID(env, clz, “<init>”, “()V”);

# include <jni.h>
JNIEXPORT jobject JNICALL Java_JNIExample_guessMe(JNIEnv *env, jobject obj) {

jclass clz = (*env)->FindClass(env, “JNIExample”);

return (*env)->NewObject(env, clz, constructor);
}

GuessMeLib.so

Load native library

declare native
method

FindClass
GetMethodID
NewObject
CallVoidMethod
… …

230 JNI functions

Java
C

JNI functions allow to
create objects,
access fields,
invoke methods, etc.
in native code
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Why Native Code is Hard to Analyze?

public static void main(String[] args) {

public class JNIExample {
static { System.loadLibrary(“GuessMeLib”); }
private native Object guessMe();

JNIExample je = new JNIExample();
Object obj = je.guessMe();
… …

}
}

jmethodID constructor = (*env)->GetMethodID(env, clz, “<init>”, “()V”);

# include <jni.h>
JNIEXPORT jobject JNICALL Java_JNIExample_guessMe(JNIEnv *env, jobject obj) {

jclass clz = (*env)->FindClass(env, “JNIExample”);

return (*env)->NewObject(env, clz, constructor);
}

GuessMeLib.so

How Java static analyzer analzyes this call?

Load native library

declare native
method

FindClass
GetMethodID
NewObject
CallVoidMethod
… …

230 JNI functions

Java
C

JNI functions allow to
create objects,
access fields,
invoke methods, etc.
in native code
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How to Handle Native Code?

• Current practice

Manually models the critical native code

Yue Li @ Nanjing University



• Copies an array from the specified source array, beginning at the 
specified position, to the specified position of the destination array

0 1 2 3 4 5 6 7 8 …

0 1 2 3 4 5 6 7 8 …

System.arraycopy(src, 3, dest, 4, 5);

src

dest

Native Code Modeling (Example)
java.lang.System.arraycopy(src, srcPos, dest, destPos, length)
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• Copies an array from the specified source array, beginning at the 
specified position, to the specified position of the destination array

0 1 2 3 4 5 6 7 8 …

0 1 2 3 4 5 6 7 8 …

System.arraycopy(src, 3, dest, 4, 5);

src

dest

Native Code Modeling (Example)
java.lang.System.arraycopy(src, srcPos, dest, destPos, length)

• For efficiency, arraycopy() is implemented in native code

System.arraycopy(src, sp, dest, dp, ln);

for(int i = 0; i < ln; i++)
dest[dp+i] = src[sp+i];

• An alternative modeling

Yue Li @ Nanjing University
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• Copies an array from the specified source array, beginning at the 
specified position, to the specified position of the destination array

0 1 2 3 4 5 6 7 8 …

0 1 2 3 4 5 6 7 8 …

System.arraycopy(src, 3, dest, 4, 5);

src

dest

Native Code Modeling (Example)
java.lang.System.arraycopy(src, srcPos, dest, destPos, length)

• For efficiency, arraycopy() is implemented in native code

System.arraycopy(src, sp, dest, dp, ln);

for(int i = 0; i < ln; i++)
dest[dp+i] = src[sp+i];

temp = src.arr;
dest.arr = temp;

• An alternative modeling

Yue Li @ Nanjing University
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How to Handle Native Code? (Cont.)

• Current practice
Manually models the critical native code

• Recent work
Identifying Java Calls in Native Code via Binary Scanning (ISSTA 2020)

George Fourtounis, Leonidas Triantafyllou, Yannis Smaragdakis,, University of Athens

Yue Li @ Nanjing University



http://soundiness.org

More About Soundiness
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1. Soundness and Soundiness

2. Hard Language Feature: Java Reflection

3. Hard Language Feature: Native Code
Yue Li @ Nanjing University



The X You Need To Understand in This Lecture

• Understand soundiness: its motivation and concept

• Understand why Java reflection and native code are
hard to analyze

Yue Li @ Nanjing University
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